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Biography
Mr. Prashant Mali is India's Award winning and Leading Lawyer practicing in 
Technology,Cyber,Privacy Law and financial crimes matters .An Expert Speaker & Thought Leader 
on Cyber crime, Cyber Law,Cyber Security,Banking and Insurance Frauds,Cyber Terrorism,Cyber 
War,Credit Card frauds,Digital Signatures,Cloud Computing & Security and topic concerning with 
Internet Technologies. He has reach experience of 20 years in Information Technology,Security and 
in Legal matters of Cyber Law. He has authored 6 books on cyber crime and cyber law. His articles 
are published in various known magazines , news papers. He has presented paper at Oxford 
University on "Cyber Terrorism & International Law". He has a passion towards speaking and his 
favorite topic is Cyber_ _. He has spoken in various national and international conferences and 
seminars at different Universities, Law and Enforcement agencies, ISACA Chapters, Chambers of 
Commerce, Governmnet agencies etc Awards & Recognitions : Awarded "Cyber Law & Cyber 
Security Lawyer of The Year:2014 " At National Law Day by National Bar Association & Presented by 
Ms. Meenakshi Lekhi, Member of Parliament (Govt. of India) Special Achievement Award For 
excellence in Cyber Law By INFOSECURITY Magazine. Recognized as Top 25 Legal Consultants of 
the year 2014 by SILICONINDIA Magazine. Recognized as "Consultant of the Year 2014:Cyber Law" 
by CIO Review Magazine. Appreciation Certificate by Anti Corruption Bureau of Police for conducting 
workshop for their officers Appreciation Certificate by Rajasthan Police Academy for conducting 
course for their officers

Availability
Keynote, Moderator, Panelist, Workshop, Author Appearance

Industry Expertise
Legal Services, Internet, IT Services/Consulting, Telecommunications, Information Technology and 
Services, Insurance, Banking, Professional Training and Coaching, Computer/Network Security, 
Security

Areas of Expertise
Cyber Frauds, Cyber War, Cloud Computing and Law, Credit Card Frauds, Banking Frauds, Cyber 
Forensics, Pornography, Cyber Law, Cyber Crime, Cyber Security

Affiliations

http://www.expertfile.com/experts/prashant.mali


Director of Board - National Security Database (A database of ethical hackers supported by 
Government), Bar Council Of India, Chair - Cyber Law& Security committee of Indian National Bar 
Association

Sample Talks

Legal Aspects of cyber Security or cloud security
i talk here on legal aspects surrounding cyber security or cloud security. i take references to laws and 
case studies.the explanation is lucid so that even no legal guy understands it..

Social Media & Cyber Law
I m Speaking on "Social Media and Cyber Law " 11th Dec at The NASSCOM DSCI Annual 
Information Security Summit 2014. My session between 10:30 AM to 11:30AM at Hotel The Leela, 
Mumbai 

9 things You Dont know of Cyber Law in India at Interop conference
Prashant Mali , Cyber Law Expert on 9 things of Cyber Law in India at Interop Mumbai conference 
organised by UBM India

Cyber Terrorism & International Law at Oxford University
After the term ?cyber terrorism? was coined in 1996 by Barry Collin, who defined the term as the 
?convergence of cybernetics and terrorism?, FBI, defined it as any "premeditated, politically 
motivated attack against information, computer systems, computer programs, and data which results 
in violence against non-combatant targets by sub-national groups or clandestine agents. "Unlike a 
Trojan or computer attack that results in a denial of service, a cyberterrorist attack is designed to 
cause physical violence or extreme financial harm. There could be times where cyber terrorist would 
launch coordinated attacks in changing the orbits of the satellites and thus causing intra-space panic. 
It could destabilise defence communication systems. Cyber Terrorism has cyber space as battle 
space and is in tension with the international law governing the use of force. We need to move away 
from military analogy for upholding free to all nature of Internet. International law raises substantial 
barriers to both using cyber weapons and defending cyber space from cyber-attacks through the use 
of force. In the economic sphere, responses to violations tend to be known as ?countermeasures?; in 
the arms control sphere, they are known as ?sanctions?. Both are the coercive enforcement 
measures, not involving the use of significant military force, available to States acting in response to 
an internationally wrongful act.Further to the adoption by the Council of Europe of the Cybercrime 
Convention (2001) and the Convention on the Prevention of Terrorism (2005), the Committee of 
Experts on Terrorism (CODEXTER) has been surveying the situation in ...

Event Appearances

Title
Nassacom DSCI ?Meeting Cyber Crime Challenge through Capacity Building? 

Title
ISACA Annual Conference 2011



Title
India Legal Summit 2011

Title
A Seminar on Cyber Secuity By PHD Chambers

Title
NASSACOM Cyber Safe Thane by Thane Police

Title
Cyber Threats & IT by ICAI

Nasscom DSCI INFOSECURITY SUMMIT
9TH Nasscom DSCI INFORMATION SECURITY SUMMIT

OXFORD CYBER HARASSMENT SYMPOSIUM 
OXFORD CYBER HARASSMENT SYMPOSIUM 

9 things you dont know of Cyber Law in India at Interop Conference
Interop Mumbai Conference by UBM India

Copenhagen Mumbai Compliance Conference
2nd Annual Indian Governance, Risk management,compliance & IT Security Conference

ET Fraud & Investigation Summit 2014
ET Fraud & Investigation Summit 2014

Education

University Of Mumbai
Masters of Computer Science Computer Science

Kakatiya University
LLM Law

Amity University
Ph.D. (Persu.) Cyber Law

Accomplishments

Cyber Law & Cyber Security Lawyer of The Year:2014
Awarded "Cyber Law & Cyber Security Lawyer of The Year:2014 " At National Law Day by National 
Bar Association & Presented by Ms. Meenakshi Lekhi, Member of Parliament (Govt. of India)



InfosecMaestros Special Achievement Award For excellence in Cyber Law 
InfosecMaestros Special Achievement Award For excellence in Cyber Law By INFOSECURITY 
Magazine.

Recognized as Top 25 Legal Consultants of the year 2014 
Recognized as Top 25 Legal Consultants of the year 2014 by SILICONINDIA Magazine.

Recognized as "Consultant of the Year 2014:Cyber Law" 
Recognized as "Consultant of the Year 2014:Cyber Law" by CIO Review Magazine
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